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Public Advisory on “What happens in cash transaction 
through ATM/POS/credit card” 

 

Introduction 
 

Bank credit cards are a form of clean revolving consumer loan. VISA and 

MasterCard are the two major brands in the card market. A Credit Card is a 

plastic card, which enables the Cardholder to purchase goods or services on credit, 

i.e. without having to pay immediately in cash. The card holder is billed for the 

outstanding amount at a later date by the Issuer Bank. A credit card is also 

referred as “Plastic Money”. 

 

An Automated Teller Machine (ATM) is a computerized telecommunications device 

that provides the clients of a financial institution with access to financial 

transactions in a public space without the need for a cashier, human clerk or bank 

teller. As a result, the services are available anytime. On most modern ATMs, the 

customer is identified by inserting a plastic ATM card with a magnetic stripe or a 

plastic smart card with a chip, that contains a unique card number and some 

security information such as an expiration date or Card Verification Value (CVV). 

Authentication is provided by the customer entering a personal identification 

number (PIN). The same ATM card is used as a debit card in merchant 

establishments (Point of Sales – POS) 

 

Debit Card: It is a plastic card where account will be debited on the bases of 

balance available. 
 

The flow of transactions while using Debit / ATM cards are narrated herein below: 
 

ATM / DEBIT CARD    
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During the Transaction (Cash withdrawal): 
 

Card Reader reads the Card, If the Card data is in proper format ATM prompts the 

customer to key-in the PIN (Personal Identification Number) to select the transaction 

type, Account type, and to key-in the transaction amount. ATM sends all the details 

collected from the cardholder to the Switch server as a transaction request Message. 

Switch Server checks the availability of sufficient cash in the ATM, health of Cash 

dispenser and Journal printer, If everything found in order, it processes the request, 

otherwise rejects the transaction. Every ATM machine is controlled / driven by a 

Switch Server and will have a unique ATM ID which is configured in the Switch 

server, when a transaction request is received from an
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ATM. The switch Server of Acquiring Bank will assign a transaction sequence number 

for the transaction, switch server will check the card prefix (first 6/7 digits of the card 

number) and identifies the network to which the transaction request is to be 

forwarded. 

 

Intra Bank Transactions (On Us Transactions):- 
  

If the Card Belongs to the same Bank which owns the ATM and Acquiring Switch, the 

Switch server will check the PIN number entered by the card holder and validity and 

status of the card. If found the Card and PIN are proper, Switch Server will forward 

the request to the Core banking server of the Bank. The Core Banking server (CBS) 

will check the account balance and account status. If in order, CBS will authorize the 

transaction and will send the positive response to the Switch Server. CBS will debit 

the account of the card holder and will credit the account created for settling intra-

bank (on us) ATM transactions. 

 

Inter Bank Transactions (Acquirer / Issuer Transactions):-  
  

If the Card belongs to an interchange network such as NFS (National Financial 

Switch), the switch server of acquiring bank will forward the transaction request to 

that network, which in turn will forward the same to the Switch server of the Bank 

which has issued the ATM Card. The switch server of issuer Bank will receive the 

transaction request and will verify the card and PIN number. If in order, it will 

forward the transaction request to the core banking server. The Core Banking server 

(CBS) will check the account balance and account status. If sufficient balance is 

available and the account status is good, CBS will authorize transaction and will send 

the positive response to the switch server. CBS will debit the account of the card 

holder and will credit the account created for settling inter-bank ATM transactions. 

Switch server of the Issuer Bank will forward the good response to the Switch server 

of the Acquiring Bank through the interchange switch server. 

 

When the Switch server of the Acquiring Bank receives a good response from the 

Interchange (in case of interbank transaction) or from the CBS (in case of intra-bank 

transaction), it will send the command to the ATM to dispense the cash to the 

customer. 

 

After receiving the command to dispense cash:- 
 

1. ATM will pick notes for each denomination specified in switch command,  
2. If ATM is not able to pick cash from any one of the currency cassettes, it will 

check for any other cassette of the same denomination,  
3. If no other cassette is available for that denomination, ATM will send an 

error message to the switch server and will dump the notes which are 

already picked by the ATM, to the divert bin,  
4. ATM will print the transaction details in both Journal Printer and Receipt 

printer and the receipt will be issued to cardholder,  
5. If another cassette is available and ATM is able to pick cash properly, the 

picked cash will be presented to the customer 
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6. Once customer picks the cash, transaction will be completed and ATM will 

print the transaction details in Journal printer,  
7. If customer does not pick the cash within 30 Secs, ATM will retract the cash 

and will dump into the divert cassette. ATM will not count the number of 

notes retracted as the cash moves as a bundle during the retraction. 
 

POS (Point of Sale): 
 

A Retail Point of Sales system typically includes a computer, monitor, cash drawer, 

receipt printer, customer display and a barcode scanner, and the majority of retail 

POS systems also include a debit/credit card reader. It can also include a weight 

scale, integrated credit card processing system, a signature capture device and a 

customer pin pad device. More and more POS monitors use touch-screen technology 

for ease of use and a computer is built in to the monitor chassis for what is referred 

to as an all-in-one unit. 
 

The flow of transactions while using Credit cards are narrated herein below: 
 

Credit Card:- 
 

Whenever we buy something on the internet, our purchase has to go through a 

number of predefined steps. 

 

To a Web site owner, the most important type of transaction is a sale transaction. 

The other types of transactions are preauth, postauth, credit, and chargeback. 

Here's a brief description of each one: 

 

Sale: A sale is when the card holder purchases a product or service from a 

merchant, and the money is transferred to the merchant's account. 

 

Preauth: A preauth is a transaction where no money is transferred. Typically, a 

preauth is done to check that a credit card is valid. 

 

Postauth: A postauth involves purchasing something before it is shipped. The 

customer can preorder something, and the amount is deducted from the customer's 

credit limit. No money is transferred, but the card hold is maintained on the 

customer's card. When the merchant fulfills (typically, ships the product), the 

merchant can perform a postauth to transfer the money and remove the card hold 

from the customer's card. 

 

Credit: A credit is the opposite of a sale. A merchant transfers money from its 

account into a customer's account. 

 

Chargeback: A chargeback occurs after a customer disputes a charge made to his or 

her card. When a customer disputes a billing, the bank withdraws the amount 

from the merchant account and deposits it temporarily back into the customer's 

account. The merchant then has a certain number of days to justify the billing. If 

the merchant justifies the billing to the bank's satisfaction, the money is again 
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transferred from the customer's account into the merchant's account. Next, the 

transaction then moves through a gateway, which is the service one will use to 

validate a credit card and to request money. 
 

 

To perform online credit card processing, Web site owners need to meet these 

requirements: 
 

o They need to have a Card Not Present merchant account. 
 

o They need to have an account with a gateway. 

 

o Typically, they need to provide a Vital Tear Sheet to the gateway. This 

sheet comes from the bank. 

 

o For example, if they want to accept American Express cards, they 

generally have to set up a relationship with American Express and 

provide that information to the gateway. 
 

o They need a server with SSL enabled. 

 

Most gateways provide an API for each type of online transaction. Some provide a 

web-based interface for performing the same transactions, the sale transaction is 

the most common, so we will look at it in depth. 

 

The following is an example that uses the Credit Card Processing Workflow 

diagram shown in the next page as a visual reference and describes a basic sale 

transaction. For purposes of this example, it is assumed that there is a catalog or 

similar mechanism so that end-users can select their purchase. 

 

There are a number of distinct steps for an online credit card transaction. Each 

transaction has to go through these steps to be considered a sale. 

 

The Secure Sockets Layer (SSL) is a commonly-used protocol or managing the 

security of a message transmission on the Internet, 

 

An application programming interface (API) is a source code-based specification 

intended to be used as an interface by software components to communicate with 

each other. 
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Sale transaction  narrative:-  
Each of the steps below corresponds to one of the numbered boxes in the workflow 

diagram: 

1. All transactions start with a customer. In this case, box 1, the customer is 

online, typically looking at an HTML form. This form collects the customer's 

credit card information and sends it to the server for processing. The user 

fills out the form and then clicks Submit;  
2. The server receives the information POSTed in the form the user submitted. 

The server then sends the information to code that resides on the server for 

processing;  
3. The processing code receives the information from the Web server and 

validates the data entered by the user. If the data is valid, the code formats 

the data into a format that the gateway can understand. The code then sends 

the formatted data to the gateway. In effect, the code is asking the gateway 

whether the credit card is a good card and whether it can do the transaction;  

4. The gateway receives the formatted data from the HostRAD (Hosted Rapid 

Application Development) code, validates the card, and checks to see whether 

the amount for the transaction is available in the user's account. If the card 

is good and the funds are available, the gateway sends an approved message 

back to the code. Otherwise, sends a declined message back to the code;  
5. As transactions arrive at the gateway, they are batched through to the 

appropriate clearinghouse. Box 5 shows some of the bigger clearinghouses. 

The clearinghouse that is used is determined by the credit card type and the 

bank that issued the card. As the clearinghouses receive transactions from 

all the gateways, the clearinghouses batch the transactions for all the banks 

involved, transferring monies from bank to bank;  
6. As the clearinghouses batch the transactions they receive, they transfer 

money from the customer's bank to the merchant's bank; 

7. The merchant's bank receives the transactions from a clearinghouse and then 

transfers the appropriate amount of money for the customer transaction 

(started in box 1) into the Merchant's Card Not Present merchant account. 

Credit card 

processing workflow 
 


